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Public Warning — Fraudulent E-Mail

HAMILTON, BERMUDA — On Tuesday 8 March 2022, the Bermuda Monetary Authority (Authority or BMA)
was made aware of a fraudulent e-mail targeted at Bermuda’s financial services entities which falsely gives that
appearance of coming from accounting@bma.bm along with the subject line stating, “Reminder: Unpaid Invoice!”.
This is not a legitimate email address for the BMA.

The fraudulent e-mail misappropriates the name of the Authority and attempts to trick recipients into providing
information about any outstanding balances owed to the Authority.

**** The e-mail below is from an external source. Please do not open attachments or click links from an unknown or suspicious origin. ****
Dear Customer,
Greetings and best wishes from us.

Please do confirm the status of your Due/Outstanding Invoices for reconciliation purposes with the total amount and corresponding due dates as there has been a new development in our
company.

Kindly hold off on payment till you get our new payment information from us.
Thank you in anticipation of your reply.

Best Regards,

Grace Zoey

Accounting Manager
https://urldefense.com/v3/ http://www.bma.bm ;!UE2nyI8!k9rORwgBSOuYoc9imOCtgl 1IWAGIVO3mEsXLOh9n WR1Ps AESVswBdKgs uiQ$S

A report has been filed with the Bermuda Police Service.

The Authority wishes to advise the public that it would not make this request, that any e-mails that make this
request should be regarded as phishing attempts and that the public should avoid clicking on any links within these
e-mails.
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